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Remember: high-level to low-level hierarchy
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Why learn Reverse Engineering?

● Modify software, add features to closed-source software (legal?)
● Find and/or fix bug in closed-source software
● better understand important concepts 
● Assess software security, identify vulnerabilities 
● Learn how to protect your software
● Understand/detect/fix malware (viruses, worms, trojans, spyware, adware, etc.)

○ get a job in an antivirus company
● It's fun!
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Basic Tools

● Disassembler
● Debugger (e.g. GDB)
● Hex Editor
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Disassemblers
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Disassemblers

source 
file

machine 
code

Assembling

as
assembly
file

Compiling 
(to assembly) 

gcc -S

disassembling

● One-to-one correspondence between assembly and machine code (almost)
● Distinguish code from data

○ Data may reside in code section, Code may get stored in data section
○ code crawling

● Usually, debuggers can also disassemble
● https://en.wikibooks.org/wiki/X86_Disassembly/Disassemblers_and_Decompilers 10

https://en.wikibooks.org/wiki/X86_Disassembly/Disassemblers_and_Decompilers


Debuggers

● Execute, test, debug, trace
● High-level language vs. low-level/machine language debugging
● step-by-step running
● breaking, break points
● Interface (GUI vs command line)
● Observe 

○ variable values, expressions (high-level debugging)
○ memory contents  
○ register values (processor state)
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Debuggers

● Many debuggers can also 
○ disassemble 
○ modify code while running
○ skip code

● Example
○ The GNU Debugger (GDB)
○ DBX
○ LLDB
○ Microsoft Visual Studio Debugger
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Debuggers

● Many debuggers can also 
○ disassemble 
○ modify code while running
○ skip code

● Example
○ The GNU Debugger (GDB)
○ DBX
○ LLDB
○ Microsoft Visual Studio Debugger
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HEX Editors

● View/Edit binary files
● Modify executable files (patching)
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Getting started

int main() {
  char input[100];

  printf("Enter Password: ");
  scanf("%s", input);
  
  if (! check_password(input)) {
    printf("Incorrect!\n");
    return 1;
  }
  
  printf("Correct!\n");
  return 0;
}

checkpass1.c

char password[] = "?????????????";

int check_password(char *input) {
  return strcmp(input,password)== 0;
}

checkpass1.c
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Getting started

int main() {
  char input[100];

  printf("Enter Password: ");
  scanf("%s", input);
  
  if (! check_password(input)) {
    printf("Incorrect!\n");
    return 1;
  }
  
  printf("Correct!\n");
  return 0;
}

checkpass1.c

char password[] = "?????????????";

int check_password(char *input) {
  return strcmp(input,password)== 0;
}

checkpass1.c
I hide this for now!
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Getting started

int main() {
  char input[100];

  printf("Enter Password: ");
  scanf("%s", input);
  
  if (! check_password(input)) {
    printf("Incorrect!\n");
    return 1;
  }
  
  printf("Correct!\n");
  return 0;
}

checkpass1.c

char password[] = "?????????????";

int check_password(char *input) {
  return strcmp(input,password)== 0;
}

checkpass1.c
I hide this for now!
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Step 1: Collect info about target program

● Hardware platform
● OS
● architecture (16-, 32- or 64- bit)
● library calls
● system calls
● compiler
● meta data 

○ debug info.
○ labels/variables (stripped?)

● opened files
● network connections/sockets
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Getting started

char password[] = "?????????????";
int check_password(char *input) {
  return strcmp(input,password)== 0;
}

int main() {
  char input[100];

  printf("Enter Password: ");
  scanf("%s", input);
  

  if (! check_password(input)) {
    printf("Incorrect!\n");
    return 1;
  }
  

  printf("Correct!\n");
  return 0;
}

checkpass1.c

$ gcc -m64 checkpass1.c -o checkpass64

$ gcc -m64 -s checkpass1.c -o checkpass64s

$ gcc -m64 -g checkpass1.c -o checkpass64g
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Getting started

char password[] = "?????????????";
int check_password(char *input) {
  return strcmp(input,password)== 0;
}

int main() {
  char input[100];

  printf("Enter Password: ");
  scanf("%s", input);
  

  if (! check_password(input)) {
    printf("Incorrect!\n");
    return 1;
  }
  

  printf("Correct!\n");
  return 0;
}

checkpass1.c

$ gcc -m64 checkpass1.c -o checkpass64

$ gcc -m64 -s checkpass1.c -o checkpass64s

$ gcc -m64 -g checkpass1.c -o checkpass64g

strip symbols

add debug info
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Getting started

char password[] = "?????????????";
int check_password(char *input) {
  return strcmp(input,password)== 0;
}

int main() {
  char input[100];

  printf("Enter Password: ");
  scanf("%s", input);
  

  if (! check_password(input)) {
    printf("Incorrect!\n");
    return 1;
  }
  

  printf("Correct!\n");
  return 0;
}

checkpass1.c

$ gcc -m64    checkpass1.c -o checkpass64

$ gcc -m64 -s checkpass1.c -o checkpass64s

$ gcc -m64 -g checkpass1.c -o checkpass64g

# create 32-bit executables
$ gcc -m32    checkpass1.c -o checkpass32

$ gcc -m32 -s checkpass1.c -o checkpass32s

$ gcc -m32 -g checkpass1.c -o checkpass32g

strip symbols

add debug info
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strip

● remove the symbols (symbol table) from object files/executables
○ code labels, function names
○ data labels, global variables

● gcc -s
● also a linux command 

○ $ strip checkpass32
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add debug info

● add debug info to the object file/executable
○ line number maps
○ global variable names 
○ local variable names
○ etc.

● gcc -g
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Collect info: the file command
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Collect info: the file command
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Collect info: the file command
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Collect info: the file command
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Collect info: the file command
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Collect info: the file command
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Collect info: the file command
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Collect info: the file command
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Collect info: the file command
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Collect info: the file command
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Collect info: the file command
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Collect info: symbols, the nm command

char password[] = "?????????????";
int check_password(char *input) {
  return strcmp(input,password)== 0;
}

int main() {
  char input[100];

  printf("Enter Password: ");
  scanf("%s", input);
  

  if (! check_password(input)) {
    printf("Incorrect!\n");
    return 1;
  }
  

  printf("Correct!\n");
  return 0;
}

checkpass1.c 35



Collect info: symbols, the nm command

char password[] = "?????????????";
int check_password(char *input) {
  return strcmp(input,password)== 0;
}

int main() {
  char input[100];

  printf("Enter Password: ");
  scanf("%s", input);
  

  if (! check_password(input)) {
    printf("Incorrect!\n");
    return 1;
  }
  

  printf("Correct!\n");
  return 0;
}

checkpass1.c 36



Collect info: symbols, the nm command

char password[] = "?????????????";
int check_password(char *input) {
  return strcmp(input,password)== 0;
}

int main() {
  char input[100];

  printf("Enter Password: ");
  scanf("%s", input);
  

  if (! check_password(input)) {
    printf("Incorrect!\n");
    return 1;
  }
  

  printf("Correct!\n");
  return 0;
}

checkpass1.c 37



Collect info: shared object dependencies
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Collect info: shared object dependencies
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Collect info: shared object dependencies

40



Collect info: library functions
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Collect info: library functions
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Collect info: the strings command

● prints sequences of printable ASCII characters 
○ of length n or more (default n=4)
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Collect info: the strings command

char password[] = "?????????????";
int check_password(char *input) {
  return strcmp(input,password)== 0;
}

int main() {
  char input[100];

  printf("Enter Password: ");
  scanf("%s", input);
  

  if (! check_password(input)) {
    printf("Incorrect!\n");
    return 1;
  }
  

  printf("Correct!\n");
  return 0;
}

checkpass1.c 44



Collect info: the strings command

char password[] = "?????????????";
int check_password(char *input) {
  return strcmp(input,password)== 0;
}

int main() {
  char input[100];

  printf("Enter Password: ");
  scanf("%s", input);
  

  if (! check_password(input)) {
    printf("Incorrect!\n");
    return 1;
  }
  

  printf("Correct!\n");
  return 0;
}

checkpass1.c 45



Our first reverse engineering effort 

char password[] = "?????????????";
int check_password(char *input) {
  return strcmp(input,password)== 0;
}

int main() {
  char input[100];

  printf("Enter Password: ");
  scanf("%s", input);
  

  if (! check_password(input)) {
    printf("Incorrect!\n");
    return 1;
  }
  

  printf("Correct!\n");
  return 0;
}

checkpass1.c 46



Our first reverse engineering effort 

char password[] = "?????????????";
int check_password(char *input) {
  return strcmp(input,password)== 0;
}

int main() {
  char input[100];

  printf("Enter Password: ");
  scanf("%s", input);
  

  if (! check_password(input)) {
    printf("Incorrect!\n");
    return 1;
  }
  

  printf("Correct!\n");
  return 0;
}

checkpass1.c

can you spot 
the password?
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Our first reverse engineering effort 
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int check_password(char *input) {
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Our first reverse engineering effort 

int main() {
  char input[100];

  printf("Enter Password: ");
  scanf("%s", input);
  
  if (! check_password(input)) {
    printf("Incorrect!\n");
    return 1;
  }
  
  printf("Correct!\n");
  return 0;
}

checkpass1.c

char password[] = "?????????????";

int check_password(char *input) {
  return strcmp(input,password)== 0;
}

checkpass1.c
I hide this for now!
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Our first reverse engineering effort 

int main() {
  char input[100];

  printf("Enter Password: ");
  scanf("%s", input);
  
  if (! check_password(input)) {
    printf("Incorrect!\n");
    return 1;
  }
  
  printf("Correct!\n");
  return 0;
}

checkpass1.c

char password[] = "?????????????";

int check_password(char *input) {
  return strcmp(input,password)== 0;
}

checkpass1.c
I hide this for now!
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Our first reverse engineering effort 

int main() {
  char input[100];

  printf("Enter Password: ");
  scanf("%s", input);
  
  if (! check_password(input)) {
    printf("Incorrect!\n");
    return 1;
  }
  
  printf("Correct!\n");
  return 0;
}

checkpass1.c

char password[] = "DerakhteDoosti!";

int check_password(char *input) {
  return strcmp(input,password)== 0;
}

checkpass1.c
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Disassembling: the objdump command
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Disassembling: the objdump command
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Disassembling: the objdump command
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Disassembling: unstripped programs
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Code Analysis

● Static Analysis
● Dynamic Analysis
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ltrace: trace library calls
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ltrace: trace library calls

return values
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ltrace: trace library calls
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ltrace: trace library calls
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The GNU debugger (GDB)

● Very powerful debugging tool
● Part of the GNU project
● started by Richard Stallman
● debugs high-level languages: C, C++, Java, Objective-C, Ada, Go, etc.
● command line interface
● GUI front ends like DDD, KDbg

61



Debug using GDB

● Open executable
● set a breakpoint
● run!
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Debug using GDB

● Open executable
● set a breakpoint
● run!

● Here, we only cover low-level debugging.
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starting GDB

$ gdb program_name 
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starting GDB

$ gdb program_name 
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starting GDB

$ gdb program_name 
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Basic GDB commands

● h/help       gdb help
● i/info       current program info
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Basic GDB commands

● b/break      set breakpoint
● r/run        run the program
● nexti        run next instruction (step over calls)
● stepi        run next instruction (step into calls)
● finish       exit function 
● c/cont/continue   continue running program

68



Basic GDB commands

● info registers       integer register contents
● disass/disassemble   disassemble
● x                    examine memory
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Basic GDB commands

● info registers       integer register contents
● disass/disassemble   disassemble
● x                    examine memory
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Examine memory

● x/FMT address        
● FMT: [num]format[size]

○ x/c ADDRESS        print character at ADDRESS
○ x/4c ADDRESS       print 4 characters starting at ADDRESS
○ x/s ADDRESS        print (null terminated) string at ADDRESS

○ x/i ADDRESS        print instruction at ADDRESS

○ x/hb ADDRESS       print 1-byte hex number at ADDRESS
○ x/10hg ADDRESS     print 10 64-bits hex numbers at ADDRESS

● see help x
71



Getting started with GDB

● Let's start with an unstripped program
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Getting started with GDB: Unstripped
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Getting started with GDB: Unstripped
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Getting started with GDB: Unstripped
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Getting started with GDB: Unstripped
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Getting started with GDB: Unstripped
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Getting started with GDB: Unstripped
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Getting started with GDB: Unstripped

79



Getting started with GDB: Unstripped

80

call printf



Getting started with GDB: Unstripped

81

first argument



Getting started with GDB: Unstripped
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first argument



Getting started with GDB: Unstripped
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Getting started with GDB: Unstripped
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Getting started with GDB: Unstripped
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Getting started with GDB: Unstripped
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Getting started with GDB: Unstripped
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Getting started with GDB: Unstripped
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Getting started with GDB: Unstripped

89



Getting started with GDB: Unstripped
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Getting started with GDB: Unstripped
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Getting started with GDB: Unstripped
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Getting started with GDB: Unstripped
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Getting started with GDB: Unstripped
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Getting started with GDB: Unstripped
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strcmp arguments



Getting started with GDB: Unstripped
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strcmp arguments

what next?



Getting started with GDB: Unstripped
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strcmp arguments

what next?



Getting started with GDB: Unstripped
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Getting started with GDB: Unstripped

99

what about 
stripped programs?



Stripped programs

● Where to start?
● Where to look?
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Stripped programs

● Where to start?
● Where to look?

101



Stripped programs

● Where to start?
● Where to look?
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stripped



Stripped programs

● Where to start?
● Where to look?
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Stripped programs

● Where to start?
● Where to look?
● Where to set the breakpoint?
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Stripped programs

● Solution 1: start from the very beginning
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Stripped programs

● Solution 1: start from the very beginning
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Stripped programs

● Solution 1: start from the very beginning
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Stripped programs

● Solution 1: start from the very beginning
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Stripped programs

● Solution 1: start from the very beginning
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Stripped programs: start from entry point
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Stripped programs: start from entry point
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Stripped programs: start from entry point
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Stripped programs: start from entry point

113

keep going until you get to somewhere familiar.



Stripped programs

● Solution 2: look at interesting library calls 
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Stripped programs

● Solution 2: look at interesting library calls 
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Stripped programs

● Solution 2: look at interesting library calls 
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Stripped programs

● Solution 2: look at interesting library calls
a. set a breakpoint at the function of interest 
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Stripped programs

● Solution 2: look at interesting library calls
a. set a breakpoint at the function of interest
b. run 

118

(gdb) break strcmp
Breakpoint 1 at 0x80483b0
(gdb) run
Starting program: 
/home/behrooz/Dropbox/teaching/assembly/code/lecture_reveng/checkpas
s32s 
Enter Password: 1234

Breakpoint 1, 0xf7f25040 in ?? () from /lib/i386-linux-gnu/libc.so.6
(gdb) 



Stripped programs
● Solution 2: look at interesting library calls

a. set a breakpoint at the function of interest
b. run 
c. exit function

119

Enter Password: 1234

Breakpoint 1, 0xf7f25040 in ?? () from /lib/i386-linux-gnu/libc.so.6
(gdb) finish
Run till exit from #0  0xf7f25040 in ?? ()
   from /lib/i386-linux-gnu/libc.so.6
0x08048531 in ?? ()
(gdb)



Stripped programs
● Solution 2: look at interesting library calls

○ set a breakpoint at the function of interest
○ run 
○ exit function

120

(gdb) disassemble $eip-20, $eip+4
Dump of assembler code from 0x804851d to 0x8048535:
   0x0804851d: in     eax,0x83
   0x0804851f: in     al,dx
   0x08048520: or     BYTE PTR [ebx+0x2c6808ec],al
   0x08048526: mov    al,ds:0x75ff0804
   0x0804852b: or     al,ch
   0x0804852d: jg     0x804852d
   0x0804852f: (bad)  
   0x08048530: inc    DWORD PTR [ebx-0x3f7aef3c]
End of assembler dump.

Oops!



Stripped programs
● Solution 2: look at interesting library calls

○ set a breakpoint at the function of interest
○ run 
○ exit function

121

(gdb)disassemble $eip-21, $eip+4
Dump of assembler code from 0x804851c to 0x8048535:
   0x0804851c: mov    ebp,esp
   0x0804851e: sub    esp,0x8
   0x08048521: sub    esp,0x8
   0x08048524: push   0x804a02c
   0x08048529: push   DWORD PTR [ebp+0x8]
   0x0804852c: call   0x80483b0 <strcmp@plt>
=> 0x08048531: add    esp,0x10
   0x08048534: test   eax,eax
End of assembler dump.



Stripped programs
● Solution 2: look at interesting library calls

○ set a breakpoint at the function of interest
○ run 
○ exit function
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(gdb)disassemble $eip-21, $eip+4
Dump of assembler code from 0x804851c to 0x8048535:
   0x0804851c: mov    ebp,esp
   0x0804851e: sub    esp,0x8
   0x08048521: sub    esp,0x8
   0x08048524: push   0x804a02c
   0x08048529: push   DWORD PTR [ebp+0x8]
   0x0804852c: call   0x80483b0 <strcmp@plt>
=> 0x08048531: add    esp,0x10
   0x08048534: test   eax,eax
End of assembler dump.



Stripped programs
● Solution 2: look at interesting library calls

○ set a breakpoint at the function of interest
○ run 
○ exit function

123

   0x08048521: sub    esp,0x8
   0x08048524: push   0x804a02c
   0x08048529: push   DWORD PTR [ebp+0x8]
   0x0804852c: call   0x80483b0 <strcmp@plt>
=> 0x08048531: add    esp,0x10
   0x08048534: test   eax,eax
End of assembler dump.
(gdb) x/s 0x804a02c
0x804a02c: "DerakhteDoosti!"
(gdb) 



Stripped programs
● Solution 2: look at interesting library calls

○ set a breakpoint at the function of interest
○ run 
○ exit function
○ see where you are

124

(gdb)(gdb) info registers 
eax            0xffffffff -1
ecx            0x44 68
edx            0xffffccb8 -13128
ebx            0x0 0
esp            0xffffcc80 0xffffcc80
ebp            0xffffcc98 0xffffcc98
esi            0xf7f9b000 -134631424
edi            0xf7f9b000 -134631424
eip            0x8048531 0x8048531



Stripped programs
● Solution 2: look at interesting library calls

○ set a breakpoint at the function of interest
○ run 
○ exit function
○ see where you are

125

(gdb)info registers 
eax            0xffffffff -1
ecx            0x44 68
edx            0xffffccb8 -13128
ebx            0x0 0
esp            0xffffcc80 0xffffcc80
ebp            0xffffcc98 0xffffcc98
esi            0xf7f9b000 -134631424
edi            0xf7f9b000 -134631424
eip            0x8048531 0x8048531



Stripped programs
● Solution 2: look at interesting library calls

○ set a breakpoint at the function of interest
○ run 
○ exit function
○ see where you are

126

(gdb)info registers 
eax            0xffffffff -1
ecx            0x44 68
edx            0xffffccb8 -13128
ebx            0x0 0
esp            0xffffcc80 0xffffcc80
ebp            0xffffcc98 0xffffcc98
esi            0xf7f9b000 -134631424
edi            0xf7f9b000 -134631424
eip            0x8048531 0x8048531



GDB: useful tips

● set assembly syntax Intel/AT&T
○ set disassembly-flavor att

set disassembly-flavor intel
show disassembly-flavor
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GDB: useful tips

● set assembly syntax Intel/AT&T
○ set disassembly-flavor att

set disassembly-flavor intel
show disassembly-flavor

● pressing Enter repeats previous instruction 
○ no need to type nexti/stepi over and over

● display assembly while running
○ layout asm

128



Patching

129

char password[] = "DerakhteDoosti!";
int check_password(char *input) {
  return strcmp(input,password)== 0;
}

int main() {
  char input[100];

  printf("Enter Password: ");
  scanf("%s", input);
  

  if (! check_password(input)) {
    printf("Incorrect!\n");
    return 1;
  }
  

  printf("Correct!\n");
  return 0;
}

checkpass1.c



Patching

130

char password[] = "DerakhteDoosti!";
int check_password(char *input) {
  return strcmp(input,password)== 0;
}

int main() {
  char input[100];

  printf("Enter Password: ");
  scanf("%s", input);
  

  if (! check_password(input)) {
    printf("Incorrect!\n");
    return 1;
  }
  

  printf("Correct!\n");
  return 0;
}

checkpass1.c

$ objdump -d -M intel -j .text checkpass32s 

checkpass32s:     file format elf32-i386

Disassembly of section .text:

08048420 <.text>:
 8048420: 31 ed                xor    ebp,ebp
 8048422: 5e                   pop    esi
 8048423: 89 e1                mov    ecx,esp
 8048425: 83 e4 f0             and    esp,0xfffffff0
 8048428: 50                   push   eax
 8048429: 54                   push   esp
 804842a: 52                   push   edx



Patching

131

 8048576: e8 85 fe ff ff       call   8048400 <__isoc99_scanf@plt>
 804857b: 83 c4 10             add    esp,0x10
 804857e: 83 ec 0c             sub    esp,0xc
 8048581: 8d 45 90             lea    eax,[ebp-0x70]
 8048584: 50                   push   eax
 8048585: e8 91 ff ff ff       call   804851b 
 804858a: 83 c4 10             add    esp,0x10
 804858d: 85 c0                test   eax,eax
 804858f: 75 17                jne    80485a8 
 8048591: 83 ec 0c             sub    esp,0xc
 8048594: 68 74 86 04 08       push   0x8048674
 8048599: e8 42 fe ff ff       call   80483e0 <puts@plt>
 804859e: 83 c4 10             add    esp,0x10
 80485a1: b8 01 00 00 00       mov    eax,0x1
 80485a6: eb 15                jmp    80485bd 
 80485a8: 83 ec 0c             sub    esp,0xc
 80485ab: 68 7f 86 04 08       push   0x804867f
 80485b0: e8 2b fe ff ff       call   80483e0 <puts@plt>



Patching

132

 8048576: e8 85 fe ff ff       call   8048400 <__isoc99_scanf@plt>
 804857b: 83 c4 10             add    esp,0x10
 804857e: 83 ec 0c             sub    esp,0xc
 8048581: 8d 45 90             lea    eax,[ebp-0x70]
 8048584: 50                   push   eax
 8048585: e8 91 ff ff ff       call   804851b 
 804858a: 83 c4 10             add    esp,0x10
 804858d: 85 c0                test   eax,eax
 804858f: 75 17                jne    80485a8 
 8048591: 83 ec 0c             sub    esp,0xc
 8048594: 68 74 86 04 08       push   0x8048674
 8048599: e8 42 fe ff ff       call   80483e0 <puts@plt>
 804859e: 83 c4 10             add    esp,0x10
 80485a1: b8 01 00 00 00       mov    eax,0x1
 80485a6: eb 15                jmp    80485bd 
 80485a8: 83 ec 0c             sub    esp,0xc
 80485ab: 68 7f 86 04 08       push   0x804867f
 80485b0: e8 2b fe ff ff       call   80483e0 <puts@plt>
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 8048576: e8 85 fe ff ff       call   8048400 <__isoc99_scanf@plt>
 804857b: 83 c4 10             add    esp,0x10
 804857e: 83 ec 0c             sub    esp,0xc
 8048581: 8d 45 90             lea    eax,[ebp-0x70]
 8048584: 50                   push   eax
 8048585: e8 91 ff ff ff       call   804851b 
 804858a: 83 c4 10             add    esp,0x10
 804858d: 85 c0                test   eax,eax
 804858f: 75 17                jne    80485a8 
 8048591: 83 ec 0c             sub    esp,0xc
 8048594: 68 74 86 04 08       push   0x8048674
 8048599: e8 42 fe ff ff       call   80483e0 <puts@plt>
 804859e: 83 c4 10             add    esp,0x10
 80485a1: b8 01 00 00 00       mov    eax,0x1
 80485a6: eb 15                jmp    80485bd 
 80485a8: 83 ec 0c             sub    esp,0xc
 80485ab: 68 7f 86 04 08       push   0x804867f
 80485b0: e8 2b fe ff ff       call   80483e0 <puts@plt>
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 8048576: e8 85 fe ff ff       call   8048400 <__isoc99_scanf@plt>
 804857b: 83 c4 10             add    esp,0x10
 804857e: 83 ec 0c             sub    esp,0xc
 8048581: 8d 45 90             lea    eax,[ebp-0x70]
 8048584: 50                   push   eax
 8048585: e8 91 ff ff ff       call   804851b 
 804858a: 83 c4 10             add    esp,0x10
 804858d: 85 c0                test   eax,eax
 804858f: 75 17                jne    80485a8 
 8048591: 83 ec 0c             sub    esp,0xc
 8048594: 68 74 86 04 08       push   0x8048674
 8048599: e8 42 fe ff ff       call   80483e0 <puts@plt>
 804859e: 83 c4 10             add    esp,0x10
 80485a1: b8 01 00 00 00       mov    eax,0x1
 80485a6: eb 15                jmp    80485bd 
 80485a8: 83 ec 0c             sub    esp,0xc
 80485ab: 68 7f 86 04 08       push   0x804867f
 80485b0: e8 2b fe ff ff       call   80483e0 <puts@plt>

incorrect 
password

correct 
password 
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 8048576: e8 85 fe ff ff       call   8048400 <__isoc99_scanf@plt>
 804857b: 83 c4 10             add    esp,0x10
 804857e: 83 ec 0c             sub    esp,0xc
 8048581: 8d 45 90             lea    eax,[ebp-0x70]
 8048584: 50                   push   eax
 8048585: e8 91 ff ff ff       call   804851b 
 804858a: 83 c4 10             add    esp,0x10
 804858d: 85 c0                test   eax,eax
 804858f: 75 17                jne    80485a8 
 8048591: 83 ec 0c             sub    esp,0xc
 8048594: 68 74 86 04 08       push   0x8048674
 8048599: e8 42 fe ff ff       call   80483e0 <puts@plt>
 804859e: 83 c4 10             add    esp,0x10
 80485a1: b8 01 00 00 00       mov    eax,0x1
 80485a6: eb 15                jmp    80485bd 
 80485a8: 83 ec 0c             sub    esp,0xc
 80485ab: 68 7f 86 04 08       push   0x804867f
 80485b0: e8 2b fe ff ff       call   80483e0 <puts@plt>

correct 
password 

convert jne to jmp
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 8048576: e8 85 fe ff ff       call   8048400 <__isoc99_scanf@plt>
 804857b: 83 c4 10             add    esp,0x10
 804857e: 83 ec 0c             sub    esp,0xc
 8048581: 8d 45 90             lea    eax,[ebp-0x70]
 8048584: 50                   push   eax
 8048585: e8 91 ff ff ff       call   804851b 
 804858a: 83 c4 10             add    esp,0x10
 804858d: 85 c0                test   eax,eax
 804858f: 75 17                jne    80485a8 
 8048591: 83 ec 0c             sub    esp,0xc
 8048594: 68 74 86 04 08       push   0x8048674
 8048599: e8 42 fe ff ff       call   80483e0 <puts@plt>
 804859e: 83 c4 10             add    esp,0x10
 80485a1: b8 01 00 00 00       mov    eax,0x1
 80485a6: eb 15                jmp    80485bd 
 80485a8: 83 ec 0c             sub    esp,0xc
 80485ab: 68 7f 86 04 08       push   0x804867f
 80485b0: e8 2b fe ff ff       call   80483e0 <puts@plt>

correct 
password 

jne rel8 opcode: 75 
jmp rel8 opcode: EB 75 -> EB

https://www.felixcloutier.com/x86/jcc
https://www.felixcloutier.com/x86/jmp


Patching: Use a hex editor
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 8048576: e8 85 fe ff ff       
 804857b: 83 c4 10             
 804857e: 83 ec 0c             
 8048581: 8d 45 90             
 8048584: 50                   
 8048585: e8 91 ff ff ff       
 804858a: 83 c4 10             
 804858d: 85 c0                
 804858f: 75 17                
 8048591: 83 ec 0c             
 8048594: 68 74 86 04 08       
 8048599: e8 42 fe ff ff       
 804859e: 83 c4 10             
 80485a1: b8 01 00 00 00       
 80485a6: eb 15                
 80485a8: 83 ec 0c             
 80485ab: 68 7f 86 04 08       
 80485b0: e8 2b fe ff ff       

75 -> EB

$ bless checkpass32s 



Patching: Use a hex editor
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 8048576: e8 85 fe ff ff       
 804857b: 83 c4 10             
 804857e: 83 ec 0c             
 8048581: 8d 45 90             
 8048584: 50                   
 8048585: e8 91 ff ff ff       
 804858a: 83 c4 10             
 804858d: 85 c0                
 804858f: 75 17                
 8048591: 83 ec 0c             
 8048594: 68 74 86 04 08       
 8048599: e8 42 fe ff ff       
 804859e: 83 c4 10             
 80485a1: b8 01 00 00 00       
 80485a6: eb 15                
 80485a8: 83 ec 0c             
 80485ab: 68 7f 86 04 08       
 80485b0: e8 2b fe ff ff       

75 -> EB

$ bless checkpass32s 



Patching: Use a hex editor
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 8048576: e8 85 fe ff ff       
 804857b: 83 c4 10             
 804857e: 83 ec 0c             
 8048581: 8d 45 90             
 8048584: 50                   
 8048585: e8 91 ff ff ff       
 804858a: 83 c4 10             
 804858d: 85 c0                
 804858f: 75 17                
 8048591: 83 ec 0c             
 8048594: 68 74 86 04 08       
 8048599: e8 42 fe ff ff       
 804859e: 83 c4 10             
 80485a1: b8 01 00 00 00       
 80485a6: eb 15                
 80485a8: 83 ec 0c             
 80485ab: 68 7f 86 04 08       
 80485b0: e8 2b fe ff ff       

75 -> EB

$ bless checkpass32s 



Patching: Use a hex editor
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 8048576: e8 85 fe ff ff       
 804857b: 83 c4 10             
 804857e: 83 ec 0c             
 8048581: 8d 45 90             
 8048584: 50                   
 8048585: e8 91 ff ff ff       
 804858a: 83 c4 10             
 804858d: 85 c0                
 804858f: 75 17                
 8048591: 83 ec 0c             
 8048594: 68 74 86 04 08       
 8048599: e8 42 fe ff ff       
 804859e: 83 c4 10             
 80485a1: b8 01 00 00 00       
 80485a6: eb 15                
 80485a8: 83 ec 0c             
 80485ab: 68 7f 86 04 08       
 80485b0: e8 2b fe ff ff       

75 -> EB

$ bless checkpass32s 



Patching: Use a hex editor
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 8048576: e8 85 fe ff ff       
 804857b: 83 c4 10             
 804857e: 83 ec 0c             
 8048581: 8d 45 90             
 8048584: 50                   
 8048585: e8 91 ff ff ff       
 804858a: 83 c4 10             
 804858d: 85 c0                
 804858f: 75 17                
 8048591: 83 ec 0c             
 8048594: 68 74 86 04 08       
 8048599: e8 42 fe ff ff       
 804859e: 83 c4 10             
 80485a1: b8 01 00 00 00       
 80485a6: eb 15                
 80485a8: 83 ec 0c             
 80485ab: 68 7f 86 04 08       
 80485b0: e8 2b fe ff ff       

75 -> EB

$ bless checkpass32s 

make sure the pattern 
doesn't repeat elsewhere



Patching: Use a hex editor
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 8048576: e8 85 fe ff ff       
 804857b: 83 c4 10             
 804857e: 83 ec 0c             
 8048581: 8d 45 90             
 8048584: 50                   
 8048585: e8 91 ff ff ff       
 804858a: 83 c4 10             
 804858d: 85 c0                
 804858f: 75 17                
 8048591: 83 ec 0c             
 8048594: 68 74 86 04 08       
 8048599: e8 42 fe ff ff       
 804859e: 83 c4 10             
 80485a1: b8 01 00 00 00       
 80485a6: eb 15                
 80485a8: 83 ec 0c             
 80485ab: 68 7f 86 04 08       
 80485b0: e8 2b fe ff ff       

75 -> EB



Patching: Use a hex editor
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 8048576: e8 85 fe ff ff       
 804857b: 83 c4 10             
 804857e: 83 ec 0c             
 8048581: 8d 45 90             
 8048584: 50                   
 8048585: e8 91 ff ff ff       
 804858a: 83 c4 10             
 804858d: 85 c0                
 804858f: 75 17                
 8048591: 83 ec 0c             
 8048594: 68 74 86 04 08       
 8048599: e8 42 fe ff ff       
 804859e: 83 c4 10             
 80485a1: b8 01 00 00 00       
 80485a6: eb 15                
 80485a8: 83 ec 0c             
 80485ab: 68 7f 86 04 08       
 80485b0: e8 2b fe ff ff       

75 -> EB



Patching: Use a hex editor
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 8048576: e8 85 fe ff ff       
 804857b: 83 c4 10             
 804857e: 83 ec 0c             
 8048581: 8d 45 90             
 8048584: 50                   
 8048585: e8 91 ff ff ff       
 804858a: 83 c4 10             
 804858d: 85 c0                
 804858f: 75 17                
 8048591: 83 ec 0c             
 8048594: 68 74 86 04 08       
 8048599: e8 42 fe ff ff       
 804859e: 83 c4 10             
 80485a1: b8 01 00 00 00       
 80485a6: eb 15                
 80485a8: 83 ec 0c             
 80485ab: 68 7f 86 04 08       
 80485b0: e8 2b fe ff ff       

75 -> EB



Patching

145

 8048576: e8 85 fe ff ff       
 804857b: 83 c4 10             
 804857e: 83 ec 0c             
 8048581: 8d 45 90             
 8048584: 50                   
 8048585: e8 91 ff ff ff       
 804858a: 83 c4 10             
 804858d: 85 c0                
 804858f: 75 17                
 8048591: 83 ec 0c             
 8048594: 68 74 86 04 08       
 8048599: e8 42 fe ff ff       
 804859e: 83 c4 10             
 80485a1: b8 01 00 00 00       
 80485a6: eb 15                
 80485a8: 83 ec 0c             
 80485ab: 68 7f 86 04 08       
 80485b0: e8 2b fe ff ff       

75 -> EB

$ ./checkpass32s_cracked 
bash: ./checkpass32s_cracked: Permission denied

$ chmod u+x ./checkpass32s_cracked 

$ ./checkpass32s_cracked 
Enter Password: 1234
Correct!



Protect your code against reversing

● omit debug info
● Strip symbols
● Optimize code
● Code obfuscation
● Self-modifying code
● Debugger detector
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Code Obfuscation
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Code Obfuscation

● Optimize code
● non-intuitive instructions
● code obfuscators
● reorder code
● insert dummy code
● Code encryption/self modifying code

○ all at the beginning
○ on the flow
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Detect debuggers

● Use OS API's 
● Delayed execution
● breakpoint interrupts (int 1)
● check if a debugger is installed
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Self-modifying code

segment .text

global asm_main

asm_main:

        pusha
        ;; ==========================

        mov eax, 100
        mov ebx, 2

        add eax, ebx

        
        call print_int
        call print_nl

selfmod1.asm
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Self-modifying code

segment .text

global asm_main

asm_main:

        pusha
        ;; ==========================

        mov eax, 100
        mov ebx, 2

        add eax, ebx

        
        call print_int
        call print_nl
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Self-modifying code

segment .text

global asm_main

asm_main:

        pusha
        ;; ==========================

        mov eax, 100
        mov ebx, 2

        add eax, ebx

        
        call print_int
        call print_nl

add reg32/mem32, reg32   opcode: 0x01
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Self-modifying code

segment .text

global asm_main

asm_main:

        pusha
        ;; ==========================

        mov eax, 100
        mov ebx, 2

        add eax, ebx

        
        call print_int
        call print_nl

add reg32/mem32, reg32   opcode: 0x01

sub reg32/mem32, reg32   opcode: 0x29
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Self-modifying code

segment .text

global asm_main

asm_main:

        pusha
        ;; ==========================

        mov eax, 100
        mov ebx, 2

        add eax, ebx

        
        call print_int
        call print_nl

add reg32/mem32, reg32   opcode: 0x01

sub reg32/mem32, reg32   opcode: 0x29

The idea: change the opcode 0x01 to 0x29       

154
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Self-modifying code

add reg32/mem32, reg32   opcode: 0x01

sub reg32/mem32, reg32   opcode: 0x29

The idea: change the opcode 0x01 to 0x29       
at run time!  

segment .text

global asm_main

asm_main:

        pusha
        ;; ==========================

        mov eax, 100
        mov ebx, 2

        add eax, ebx

        
        call print_int
        call print_nl
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Self-modifying code

add reg32/mem32, reg32   opcode: 0x01

sub reg32/mem32, reg32   opcode: 0x29

The idea: change the opcode 0x01 to 0x29       
at run time!  

segment .text

global asm_main

asm_main:

        pusha
        ;; ==========================

        mov  byte [label1], 0x29

        mov eax, 100
        mov ebx, 2
label1:
        add eax, ebx

        
        call print_int
        call print_nl

selfmod2.c
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Self-modifying code

add reg32/mem32, reg32   opcode: 0x01

sub reg32/mem32, reg32   opcode: 0x29

The idea: change the opcode 0x01 to 0x29       
at run time!  

segment .text

global asm_main

asm_main:

        pusha
        ;; ==========================

        mov  byte [label1], 0x29

        mov eax, 100
        mov ebx, 2
label1:
        add eax, ebx

        
        call print_int
        call print_nl
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Self-modifying code

add reg32/mem32, reg32   opcode: 0x01

sub reg32/mem32, reg32   opcode: 0x29

The idea: change the opcode 0x01 to 0x29       
at run time!  

segment .text

global asm_main

asm_main:

        pusha
        ;; ==========================

        mov  byte [label1], 0x29

        mov eax, 100
        mov ebx, 2
label1:
        add eax, ebx

        
        call print_int
        call print_nl

Read Only!
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Self-modifying code

add reg32/mem32, reg32   opcode: 0x01

sub reg32/mem32, reg32   opcode: 0x29

The idea: change the opcode 0x01 to 0x29       
at run time!  

segment .data

global asm_main

asm_main:

        pusha
        ;; ==========================

        mov  byte [label1], 0x29

        mov eax, 100
        mov ebx, 2
label1:
        add eax, ebx

        
        call print_int
        call print_nl

159
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Self-modifying code

add reg32/mem32, reg32   opcode: 0x01

sub reg32/mem32, reg32   opcode: 0x29

The idea: change the opcode 0x01 to 0x29       
at run time!  

segment .data

global asm_main

asm_main:

        pusha
        ;; ==========================

        mov  byte [label1], 0x29

        mov eax, 100
        mov ebx, 2
label1:
        add eax, ebx

        
        call print_int
        call print_nl
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Self-modifying code

add reg32/mem32, reg32   opcode: 0x01

sub reg32/mem32, reg32   opcode: 0x29

The idea: change the opcode 0x01 to 0x29       
at run time!  

segment .data

global asm_main

asm_main:

        pusha
        ;; ==========================

        mov  byte [label1], 0x29

        mov eax, 100
        mov ebx, 2
label1:
        add eax, ebx

        
        call print_int
        call print_nl
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Self-modifying code

segment .text

global asm_main

asm_main:

        pusha
        ;; ==========================

        mov  byte [label1], 0x29

        mov eax, 100
        mov ebx, 2
label1:
        add eax, ebx

        
        call print_int
        call print_nl

selfmod1.c
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Decompilers

source 
file

machine 
code

Assembling

as
assembly
file

Compiling 
(to assembly) 

gcc -S

decompiling
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Decompilers

source 
file

machine 
code

Assembling

as
assembly
file

Compiling 
(to assembly) 

gcc -S

decompiling
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Decompilers

source 
file

machine 
code

Assembling

as
assembly
file

Compiling 
(to assembly) 

gcc -S

decompiling

● Many-to-many mapping between source and assembly codes
● Usually cannot generate original source code
● Obfuscating code make decompiling even harder
● Usually produce complex code
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Complete Reverse Engineering Frameworks

● IDA-Pro
● Radare2 (open source)
● OllyDbg
● Hopper
● binary ninja
● :
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Complete Reverse Engineering Frameworks

● IDA-Pro
● Radare2 (open source)
● OllyDbg
● Hopper
● binary ninja
● :
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